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Fig. 1
Diagram showing the increasing EMP threat
posed by the development of nuclear weapons
technology|and electronics

Hardening of
Telecommunication Networks
against Electromagnetic Pulses

Nuclear explosions can generate very

strong electromagnetic pulses (EMP, or:

nuclear EMP = NEMP). Such pulses can
in certain cases dominate over other
more well-known effects, such as nu-
clear and thermal radiation, blast and
shock. For high altitude explosions
(above 30km) EMP is practicaily the
only effect apparent at ground level, and

the following description is mainly con-’

cerned with this case.

A nuclear EMP can roughly be «com-
pared to the electromagnetic field very
close to a lightning stroke, but the field
can extend much further and cover
whole countries. It also has a broader
frequency spectrum covering the whole
radio frequency communication band.
Currents and voitages are induced in
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metallic objects. Large aerial or buried
power and telecommunication net-
works - can  absorb considerable
amounts of energy and be damaged, but
even short ‘radio antennas and other
lines can be sufficient to cause serious
damage to the connected equipment.
Consequently telecommunications ad-
ministrations and electronics designers
— civil as well as military — have every
reason to consider the probiems posed
by EMP.

The threat

The continuous development of nuclear
technology over the years has resulted
in new generations of nuclear devices
and weapon systems. Outer space has
become increasingly important as satel-
lites having important tasks in- com-
munication and surveillance have been
launched. Intercontinental ballistic mis-
siles (ICBM) with nuclear warheads have
been programmed for high trajectories.
and so have other weapons intended to
combat ICBMs. All in all the probability
of nuclear explosions at high altitudes
(tens to hundreds of km) has increased
considerably.

In" 1963 the limited test ban treaty came
into force, which prohibits atmospheric
nuclear test explosions. Before that time
both the US and the Soviet Union had
started to carry out test explosions at
high altitudes. It was then discovered
that the nuclear EMP effect. which was
already known from explosions closer
to the ground, occurred with great in-
tensity over enormous areas at ground
level. The information was classified as
secret, and after the test ban agreement
the superpowers were confined to the-
oretical calculations and simulations.
However, some information leaked out.
such as the following newspaper report
about a US high-altitude test over the
Johnston Island in the Pacific Ocean in
1962: ,
— The quiet predawn in Honolulu. was
shattered by the simultaneous peal-
ing of hundreds of burglar alarms. At
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Fig. 2 - .
An example of the impact area of EMP from a
highraititude nuclear explosion over Europe
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the same time circuit-breakers on the
power lines started blowing like pop-
corn. Not a cloud in the sky, so light-
ning could not be blamed. The power
company failed to trace any gigantic
electrical surge able to blow out vir-
tually the entire systems simuitane-

. ously. The mystery was solved later —
then promptly sealed under a ‘' 'top se-
cret” stamp. The culprit: A high alti-
tude nuclear test burst more than 500
miles away.

More than twenty years have passed sin-
ce then, and society has developed and
changed in such a way that the nuclear
EMP threat has grown. The develop-
ment in electronics has gradually led
from transistors to large and very large-
scale integrated circuits (LSI, VLSI) that
work with low signal and power levels in
the range 103 to 108 W per transistor.
Susceptibility thresholds are increasing
and the pulses and energy surges need
not be very high in order to cause
damage (junction burnout), only of the
order of 1073 to 10-%J.

At the same time society has become
much more dependent on electronics.
For example, telecommunication net-
works, high-voltage power supply net-
works, railway networks, -air traffic,
water supplies and process industries
are all controlled and regulated by
equipment which usually contains sus-

ceptible semiconductor components.
The increasing anxiety about nuclear
EMP has recently been mirrared in the
increase in newspaper articles and TV
reports on the subject.

The greater vulnerability makes EMP at-
tacks more attractive. It is quite possible
that special EMP weapons already exist.
An attacker could find it profitable to
start military operations with-an EMP at-
tack. This would create such chaos that
subsequent measures would be more
effective and counter-offensives made
more difficult. A high-aititude explosion
can betriggered at alarge distance from
the borders of the country to be at-
tacked and still have a great impact on
that country. The country attacked
might not even realize that a nuclear ex-
plosion had occurred, let alone who set.
it off. With a high-altitude explosion (at -
above 30km) effects other than EMP
could be negligible at ground level, and
perhaps be impossible to detect without
special equipment.

Large sums have been invested in EMP
protection. Ten years ago the US was
spending over 250 M US$ a year on EMP
protection and testing. In October 1981
president Reagan stated that the US de-
fense project with the highest priority
was not the MX system or the B1 bomb-
ers but “'to strengthen and rebuild our
communications and control systems —
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The electrical and magnetic EMP field from a
hlgh-altlt;uE: explosion, plane wave and horizon-
tal polarization. The time dependency is gener-
alized -
Fig. 4
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density of EMP from a high-altitude expiosion

amuch neglected factor in our strategic
deterrent’. 20 billion (10°) US$ was ear-
marked for this project, a large part of
which is intended for EMP hardening. In
the Soviet Union EMP protection has
even been provided for facilities of less
than top priority for about 20 years.

Telecommunication networks that still

function after high-altitude explosions
are vital if diplomatic and political com-
munication between nations is to be
possible so as to avoid the military esca-
lation of a limited nuclear confrontation
into a total nuclear war. In the case of a
nuclear war elsewhere a country needs
a working telecommunication network,
partly in order to be able to collect and
process weather and nuclear radiation
reports. It must be possible to inform the
population of the country about the sit-
uation if chaos and exposure to nuclear
radiation are to be limited. This could
save many lives. Without a secure tele-
communication network it would also
be very difficult to rebuild and recon-
nectthe country’s electric power system
before chaos arises and spreads. Dis-
ruption of electric power would se-
riously affect pumping of water and fuel
supplies, and many other vital functions.

The generation of nuclear
EMP

From a nuclear explosion an intense
gamma radiation pulse propagates at
the speed of light. The gamma radiation
consists of photons (radiation quanta)
which collide with air molecules or other

matter and release free electrons. The :
leave -
ions behind and’

so-called . Compton electrons
positively-charged
move on in the direction of propagation.
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They are slowed down by collisions, and
each Compton electron thereby gener-
ates tens of thousands of secondary
electron-ion pairs. The charge separa-
tion causes a strong electric field and
the charging movements produce acur-
rent.

Forexplosions close to the ground, con-
ditions are strongly asymmetrical. There
is a net electron current with a strong
upward component from ground zero.
Electrons travelling outward in the air
from the burst return toward the burst
point  through  higher-conductivity
ground and ionized air paths.  The cur-
rentloops generate very large azimuthal
magnetic fields. For exo-atmospheric
explosions Compton electrons are not
generated until the gamma rays that
travel downward reach the denser at-
mospheric layers, at a height of 20 to
40km above ground. This is known as
the deposition layer. The electrons en-
counter the earth’'s magnetic field and
are deflected, producing a transverse

electric current. This resuits in elec-

tromagneticradiation which is directed
radially out from the explosion point,
addingin phase. This EMP hasatremen-
dous coverage. In the case of large ex-
plosion yield, the higher frequency part
of EMP extends to the horizon. The
lower frequencies will follow along a
duct between the earth and the bottom
of the ionosphere as well as along the
surface of the earth far behind the hori-
zon. For example, with a height of burst
of 100km, targe parts of Europe could
be, covered (impact radius approx-
imately 1200Km along the surface of the
earth; 400km altitude would give a radi-
us of approxlmately 2200km). The EMP
effect would be notlceab!e even outS|de
tms area.-

:Magmtude of the EMP
' The EMP from a hugh-altltude explosion

consists ‘of a plane wave (E/H=377

“ohms), which is propagated along the
-line -of 'sight from the explosion point.
"The E and H fields are perpendicular to

each other and to the direction of propa-
gation. A part of the pulse is reflected by
the ground, and the rest is propagated
into the ground and is.gradually attenu-
ated. The strength and polarization of

_the field vary within the impact area due

to various factors. Vulnerability and
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hardening calculations are often based
on an electromagnetic field in free
space before reflection, in accordance
with fig. 3. The high amplitude (50 kV/m)
and the short rise time (5 ns) are of par-
ticular importance for the effects. For
comparison purposes it may be men-
tioned that a field amplitude of approx-
imately 200V/m is obtained near radar
stations and approximately 0.01-0.1V/
m in urban areas. A generalized, time-
dependent E field is often given as

E(t)=5.25x10‘x (e’dx 106(_9—476)( 1061)

Fig.4 shows the frequency spectrum of
the pulse. The energy density in this
case is 0.9J/m?, and 99.9% of the total
energy lies below 100 MHz.

The effect on
telecommunication facilities

Generally speaking the electromagnetic ‘

field induces currents and voltages in all
sorts of conducting objects, which act
as antennas, intentionally or uninten-
tionally. The induced energy can find its
way to connected objects where it is dis-
sipated as heat, in some cases in com-
bination with flash-overs. In a wide-
spread network, pulses will be able to
destroy or interfere with connected de-
vices almost simultaneously in a num-
ber of places. The conductors can be
compared to magnifying glasses which
gather solar energy and focus it on

Openings
in the shield

Conductor
penetration

Field dittusion

points where heat is concentrated to
such anextent that it is destructive. EMP
energy is transmitted primarily by
means of electromagnetic coupling (ra-
diated field) and secondarily through
galvanic coupling, inductive coupling
(u=M x di/dt) and capacitive coupling
{i=Cxdu/dt). In view of the circum-
stances all paths must be considered as
risks. The current and voltage rise rates
are considerable.

In order to give a more detailed picture
of the EMP effects a communication fa-
cility with a microwave radio tower,
fig.5, is used as an example. This model
is not necessarily typical, but'is used to
make the description more concrete.

The large external conductors are the
power mains, telephone cables, anten-
na cables, waveguides and antennas. In
addition there are large metal structures
such as microwave radio towers,
grounding conductors, fences, rein-
forcing netting in concrete walls, as well
as air conditioning, water and sewage
installations in the building. The build-
ing also contains internal cabling with
electric power and telephone lines and
cable ducts, racks and power and tele-
communication equipment.

This model can be represented by a top-
ological diagram as shown in'tig.6. The
external environment includes air and
ground. :
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Overhead power lines and telephone
cables are severely exposed to EMP.
The voltage to ground can be between
10 and 1000kV and is fimited primarily
by the insulation resistance. The current
is limited by the characteristic imped-
ance of the conductors, which can be a
few hundred ohms. At discontinuities,
for example a transition from an over-
head to a buried cable or to a trans-
former connection, strong pulse reflec-
tions occur. Buried cables obtain a cer-
tain amount of protection from the
ground and cable sheath, and the induc-
tion is therefore less than for overhead
lines. Fig.7 gives some examples of
EMP values for overhead and buried
cables. The pulses have a double expo-
nential waveform. Antennas and other

. short conductors that are exposed to

EMP respond with an oscillating current

~and voltage, determined by the natural

resonant frequency of the antenna or
conductor. The oscillation has an expo-
nential decay. Fig.8 shows an example
of a3m monopole antenna. Fig.9 gives
the voltage, current and energy as a
function of the resonant frequency for
excitation of conductors that can be
considered as monopole antennas. The
microwave radio tower in fig. 5 also acts
as a large antenna, and peak currents of
the same magnitude as for overhead
lines can be induced. The long overhead
lines and the microwave radio tower
thus give rise to the largest induced cur-
rents, and buried lines to somewhat
lower currents.

The conductors carrying the induced
currents penetrate the buiiding. The
EMP field can also penetrate the build-
ing, through openings and, with some
attenuation through the roof and walls.
This field causes induction in the inter-
nal cabling. Concrete walls can attenu-
ate the fieid by between 5 and 35dB de-
pending on their construction, the size
of the building, frequency etc. If the
building is equipped with a Faraday
cage made of steel sheet the field at-
tenuation can be some 50 to 100dB. The
higher frequencies are attenuated more
than the lower, which makes the internal
pulse rise time longer. However, the re-
sultant attenuation is strongly depen-
denton how the shield penetrations are
implemented.

The residual field can induce currents of
the order of 1 to 20 A on internal cabling.

-~ 6 -

But large currents entering via a lead-
through can induce higher values in
other cables which run parallel. The cur-
rents in the internal cabling can be a
damped oscillation of between 1 and
10MHz and with a time constant of be-
tween 1 and 10us, cf. fig.8.

Reduction of induced pulses on con-
ductors largely depends on whether the
conductors have been equipped with
some form of transient protection ¢sur-
ge arrester, gas tube spark gap. filter
etc.), and on the design of the potential
equalization. Special power conversion
equipment (e.g. rectifiers and d.c./d.c.
converters with accumulators) can in
favourable cases provide attenuation of
some 35 to 70dB. Speciaily screened
isolating transformers, in combination
with filters, can provide even higher at-
tenuation. If good protection is to be
ensured, power supply lines must be
shielded or at least installed at a consid-
erable distance from other installations.
It must also be ensured that other con-
ductors do not form loops that can be
closed by flash-overs.

The internal cabling terminates in vari-
ous kinds of equipment cabinets. At best
these can provide electromagnetic
shielding, but whether the shielding is
effective depends to a great extent on
the cabling and how it is terminated. In-
side the cabinet there is the equipment
wiring, which leads to printed board as-
semblies and similar modules. In the
best designs these are screened and the
wires are terminated satisfactorily from
an electromagnetic point of view, but
often this is not a rigorous requirement.
The equipment power supply can in
favourable cases provide good supple-
mentary attenuation of external tran-
sients. Finally the wiring on the printed
board assembties, in its turn, is termi-
nated in components. However if the lat-
ter consist of integrated circuits there is
a still lower leve! of wiring and compo-
nents. : :

Knowledge of the threshoid levels of the
equipments and components for func-
tional damage and operational inter-
ference is necessary in order to be able
to assess the possible effects of EMP,
The induced EMP energy must be com-
pared with the energy threshold failure
level of each component in order to esti-




be sufficlent to cause damage.
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Estimated voitage, current and energy as a func-
tion of the resonant frequency (f = c/4l, where c is
the speed of light and | is the line length) when
conductors that can be considered as monopole
antennas are excited (field in accordance with
fig.3)

Curve Abscissa, n=
1 EMPenergy dissipated in a 50-ohm load (J)

2 Short-circult current (A, peak value) 1
3 Open-circuit voltage (V, peak vaiue) 3
4 ' Voltage across a 50-chm load (V, peak value) 2
5  EMP energy dissipated in a 50-ohm load (J) -4

For example, for a d
100 MHz:
- the peak short-circuit current is 50 A

- the peak open-circuit volitage is 15kV

- the pesk voltage across a 50-ohm load is 2kV

— the EMP energy dissipation in a 50-ohm load is 0.5mJ

with a 1 y of

The fraction of this energy that reaches sensitive semi-
d in the quip can

mate the probability of damage. The
charge or voltage can also be the limit-
ing factor for thin oxide layers in semi-
conductors and electrolytes. In addition
EMP energy can trigger dissipation of
the system’s own energy in inadmissible
places, thus causing serious secondary
damage. For short puise widths, failure
usually depends on the energy content
of the puise. Table 10 gives typical mini-
mum threshold energy levels causing
permanent damage. In semiconductor
devices failure modes are typically junc-
tion burnout, oxide punchthrough and
metallization burnout. With short pulses
(less than approximately 1 to 0.1pus)
breakdown occurs in the semiconduc-
tor at a constant pulse energy regard-
less of the pulse duration, because the
energy does not have time to disperse.
Local melting occurs, particularly at any
manufacturing defects. Such defects
may be due to poor quality, which has
not been detected during routine pro-
duction control. Good quality and good
control can give at least a tenfold im-
provement of the threshold energy com-
pared with the values for low-quality cir-
cuits.

Although semiconductor components
are particularly susceptible to tran-
sients, damage must also be expected in
other components such as resistors
(particularly metal. oxide), capacitors
(particularly tantalum electrolytic), re-
lays, and indicator instruments. During
the first nuclear tests in the middie of the
1940s many measuring instruments suf-
fered EMP damage. Since then EMP
simulations in communication facilities
have resuited in false alarms, subscriber
services outages, program interrup-
tions in computers and certain perma-
nent damage to the systems. However, it
is difficult to make EMP simulations cor-
rectly on such large objects as com-
munication instaliations so as to simul-
ate high-altitude explosions correctly.

Among the conclusions from EMP sim-

ulations are:

— Permanent damage or impaired per-
formance may be caused, particularly
for active components (especially
high-frequency  transistors, inte-
grated circuits and microwave di-
odes), passive components (par-
ticularly those with very low power or
voltage ratings or precision compo-
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nents), semiconductor diodes and
silicon  controlled rectifiers (es-
pecially in power supply units con-
nected to the mains) and insulated
high-frequency and power cables (es-
pecially if they operate close to their
maximum power and voltage levels,
or are exposed to humidity or abra-
sion).

— Functional interference and status
faults may be caused in low power or
high speed digital processing sys-
tems, in memory units, control and
alarm systems and in subsystems em-

- ploying long integration or recycling

. times for synchronization, data ac-
quisition or signal processing.

Hardening methods

A system that has to survive in an EMP
environment must not undergo such
disturbances or permanent damage as
lead to functional failure. in order to re-
duce the effects of EMP on a system it
will generally be necessary, either to
limit EMP exposure or to increase the

EMP susceptibility threshold. This can

be achieved in various ways, most of

which are well known and well proven
eg.:

— Electromagnetic shielding

- Potential equalization

~ |solation

— System delimiting (topological and/or

~ functional)

- Well-designed cabling and wiring

— Transient protection

- Filters

— Availability of repair facilities and
spares '

— Use of more robust electrical compo-
nents ‘

— Use of non-electrical functions (e.g.
mechanical, pneumatic, hydraulic,
optical, acoustic, thermal)

— Disconnection of cables that are for
the moment not absolutely necessary

- Redundancy. :

Several of the measures derive ‘from
methods of protection against light-
ning, static electricity, network tran-
sients and high frequency interference,
as used in electromagnetic compatibil-
ity (EMC) technology. Hardening must
be effective both for radiation and for




Component Typical thresh-
old energy lev-
els (mJ)

Microwave diodes 10-4-10-2

Digital IC circuit 10-3~ 1

Low power transistors 10-2~ 1

Switch diodes 10-2- 1

Electroexplosive devices 10-2- 1

Tantalum electrolytic

capagitors - 5102~

Metal oxide resistors 10-'-10

High power transistors 10-'-10

Silicon-controlied rectifiers  10-'-10

Zener diodes 10-1-102

Rectifier diodes 10-'-102

Metal film restistors 5-10'-10

Carbon film resistors 5-10-1-50

Electron tubes 1 ~104

Fuel-gir mixture 3

Relays 10 -10°

Carbon composition

registors 50 -

Wire-wound resistors 100 -

Table 1

Typical minimum threshold energy levels (mJ) to
cause permanent damage for pulse durations

< 1us. Threshold energies for temporary func-
tional interference are 10 to 100 times smaller
than the vaiues for permanent damage

Fig. 11
Relative transfer impedance as a function of
frequency for different cables. The d.c. resistance
of the sheath, R,, is often 1—10 mohm/m
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conduction effects. Good EMC practice
can be regarded as a step towards EMP
hardening, but many methods must be
applied ~more rigorously and Sys-
tematically than is otherwise customary.

The principles of protection are quite
simple. The problems arise in applying
them without incurring excessive costs.
Since it is difficult to predict, calculate
and verify the effects of EMP exactly, itis
often easier to choose better protection
than may be absolutely necessary. De-
tailed analyses and simulations can turn
out considerably more costly. A com-
promise consisting of a combination of
a reasonable number of analyses, tests
and protective measures is usually to be
recommended.

The protection level should be related to
the required probability of survival. For
example, a survival probability of 99%
for the worst possible EMP case for a
large complex system would require an
enormous investment. With more rea-
sonable probability requirements and
with protection planning included right
from the start of the planning of a new
system, the protection costs can be rea-
sonable and quite acceptable. However.
when modernizing old systems the
costs can be unrealistic unless the
measures are limited primarily to pro-
tecting certain parts, or raising the sur-
vival probability to a more moderate
level.

EMP protection methods can be ex-
emplified with the aid of the communi-
cation installation described above. The
choice of action for agiven overall result
must be based on an assessment of the
cost effectiveness of the various meas-
ures in relation to each other. The hard-
ening alternative chosen must be docu-
mented in a project plan which gives
instructions in the greatest possible de-
tail, based on a topological decription of
the object to be hardened, figs.5 and 6.
This work has to be systematic and dis-
ciplined. There is a much wider choice
of action if the communication site and
the associated telecommunication net-
work are in the early planning stage. It
might then even be possible to choose
non-metallic optical fibre cables and mi-
crowave radio connections that work in
high frequency bands. Aerial
should be avoided if possible.

lines

We face a rapid changeover to optical
fibre cables in the telecommunication
networks during the next few years. This
provides a unique opportunity for plan-
ning an exclusive network with EMP
protection, superposed on the ordinary
network. The cables can be equipped
with extra fibre pairs (single mode).
which are run to subscribers of major
importance for the administration and
maintenance of the country. The opti-
cal-electrical conversion shoulid take
place as close to the exchanges, tele-
phones, computers, video terminals etc.
as possible. All such associated electri-
cal functions must be equipped with
EMP protection. The power supplies for
cable repeaters, exchanges and sub-
scriber terminals must be separate and
protected. If the suggested EMP-pro-
tected network is to be implementedin a
reasonable way it must be included in
the planning for the optical fibre expan-
sion right from the start. A new EMP-
protected network for top priority sub-
scribers will then be obtained at a rela-
tively marginal cost as the ordinary tele-
communication network is extended.
The new protected network can be com-
mercialized and justified for top priority
subscribers for a number of reasons.
such as very low congestion in crises
and conflicts, very high capacity and
flexibility as regards transmission of dif-
ferent types of information (including
wideband services), and good protec-
tion against listening-in and distur-
bances (lightning, power failures etc.).

The power distribution lines connected
to the EMP-protected network must be
equipped with large primary surge ar-
resters at the point where transition is
made to buried cable. This point should
be remote from the communication fa-
cilities, and the connecting cable should
be shielded if possible. The external
power line system should be isolated
from the installation by means of, say.
rectifiers, accumulators and d.c.d.c.
converters connected up for maximum
transient attenuation, or by motor-gen-
erator transmission on an insulating
shaft. The installation should be equip-
ped with a standby power generator
which starts up automatically if a mains
failure occurs. The electrical installation
must be carried out with great care, sin-
ce external transients must be attenu-
ated as much as possible by surge arres-
ters, filters and other devices before
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Fig. 12
Common ¢

tomponents for transient protection

they can reach standby power systems
and finally internal loads.

The building could perhaps be con-
structed so that it provides electromag-
netic shielding. This can be done by
using small-mesh reinforcement and
ensuring that the bars are in contact
with each other wherever possible (may
give 20 to 30dB), or by supplementing
the basic structure with metal sheets
which are all welded or.permanently
joined in any other way (may give 50 to
80dB).

The layout of external and internal wir-
ing can also be modified during the
planning stage. External power lines
and telecommunication cables and
grounding conductors can then be plan-
ned so thatthey are all runinto the build-
ing at the same point. At this common
entry point, cable shields and ground-
ing conductors should be connected to
the outside of a common inlet plate,
which in its turn would be connected to
the metal framework of the building.
This arrangement diverts some of the
Currents induced in the lines to the out-
side of the installation, and only a minor
part would penetrate inside.

Attheinletplate,transientprotectors for
the power and telecommunication lines
should be installed with the shortest
possible connections to the plate. The
protective effect of even top quality
overvoltage protectors is ruined if their
connections are not as short as possi-
ble. The length of the connecting lead
gives an'additional voltage u = L x di/dt,
which can be of the order of 1kVicm.
The transient protectors give potential
equalization between different conduc-
tors and between the power and tele-

Gas tube spark gap

g

R

/T

Extinguishing
region

Varistor

communication networks; and thus re-
duce the risk of flash-overs in the inter-
nal installation.

If possible, cables should be shielded or
run in shielded ducts or conduits. In
some countries cables are run in iron
conduits with threaded joints. A meas-
ure of the shielding effectiveness is the
so-called transfer impedance. It is de-
fined as the voltage drop, per unit length
along the cable, along the inside of the
cable shield in relation to the current on
the outside of the shield. Fig. 11 shows
typical values as a function of the fre-
quency. Braided or in other ways trans-
parent shields give considerably less
protection against rapid transients
which contain high frequencies than ho-
mogeneous (solid-walled) shields. Spe-
cial sheath designs have been devel-
oped for EMP-hardened telecom-
munication cables. As regards the inter-
nal cabling it may be easier to run the
cables together in special shielded ca-
ble ducts. However, such common cable
runs must not include any conductors
that can bring in large EMP currents
from outside into the installation. Nei-
ther should the cabling be run near
openings in the building shield, for ex-
ample doors.

In shielded facilities the feed-through
for air, light, fuel, water and sewage
should be arranged with special care,
e.g. by using waveguids. These are often
sectioned and given a honeycomb
structure, which makes them short and
makes the overall attenuation the same
as the attenuation of each individual
cell.

The grounding or potential equalization
in a telecommunication installation
must be designed in accordance with

Zener diode

b




Table for fig. 12

Comparison chart of common transient protec-
tion devices. These are typical values; deviations
can occur

electrical safety requlations, and also in
such a way that the grounding does not
become a source of disturbances to the
electronic equipment, or a conductor of
EMP and lightning transients to suscep-

tible points. In order to avoid damage.

from lightning or from earth faults in the
power system the Swedish Telecom-
munications Administration now de-
signs its installations so that external
power and telecommunication cables
are brought in as close to each other as
possible. The power and telecommun-
ication terminal grounding strips are
joined together at the point of entry, ei-
ther direct or via gas-type arresters, and
the cables are equipped with over-
voltage protection. If possible the inter-
nal cabling is arranged so that the power
and telecommunication cables cannot
form loops.

The protective measures are repeated at
each new topological barrier, fig.6.
Some type of transient protection is usu-
ally required at equipment cabinets, and
sometimes also at internal modules. The
protective measures must be coordi-
nated, which can be difficult. The type of
transient protection varies from the out-
er barrier (primary protection) to the
subsequent barriers (secondary protec-
tion), but the connection principles are
the same. The final protectors must be
placed as close as possible to the de-
vices they are to protect. Protection
components, such as gas-type arres-
ters, varistors, zener diodes and fiiters,
are often combined. Resistor fuses and
protection diodes are sometimes used
on printed boards. Fig. 12 shows some
protections against transients. Circuits
with differential coupling can suppress

EMP induction by the order of 100 times
(40 dB) as compared with circuits which

are sensitive to common mode voltages..

The protection levels of the transient
protectors and of the shielding barriers
must be effective both for conducted
and for radiated effects. It might be more
economical to arrange protection in
several topological steps of approx-
imately 20 to 30 dB each. However good
an electromagnetic shield is, its protec-
tive ability is largely lost if a cable is led
through it without special protection
being arranged at the point of entry.

The amplitude limiting given by over-
voltage protectors is a function of time.
whereas that given by filters is a function
of frequency. Transient protectors can
consist of one of these types or a com-
bination of both. Power filters become
larger and more expensive with in-
creased power level. It is therefore more
economical to use filtered power only
for very sensitive equipment, and to
connect units with lower sensitivity or
priority to less well-protected power
lines. This implies that conductors hav-
ing different protection levels must be
runin such a way that the mutual induc-
tion is negligible.

if a transmission equipment only uses a
relatively narrow frequency band. it may
be economical to install filters that at-
tenuate the signal outside the operating
range. At high frequencies, where a
quarter wave corresponds to a reason-
ablelength, aquarter-wave shuntcan be
used. It consists of a short-circuited
transmission line connected in parallel
with the ordinary transmission line. The

Gas tube spark gap ~  Varistor Zener diode
Ability to withstand '
energy with 1 ms pulse J 1Q2~10° 1-10° 10-2-10!
Ability to withstand
current with 1 ms pulse A 102-108 1-500 |
Leakage current A 10-9-10-"2 10-3 5-10-3-10-¢ .
Response time s 10-9-10-° 10-° 10-¢ .
Capacitance F 10-11-10-12 10-10-10-8 10-10-10-8
Voltage range v 75-3x104 20-1500 2-300
Polarity bipolar bipolar unipolar
Failure mode open or degradation - short-

short-circuit and short-circuit circuit

Operation mode short-circuit voltage clamping voltage clamping

Ability to extinguish

yes yes

*) Can require combination with a non-linear resistor
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Fig 13
A telephone exchange can be tested by means of
low-leve| simulation with continuous wave (CW)

short circuit acts as an open circuit for
ncies corresponding to an odd
number -of quarter wavelengths. For
other and lower frequencies it acts as a

In order to simplify the introduction of
EMP hardening, detailed requirement
specifications are needed to form the
basis for a standardized range of protec-
tive deyices. It will then also be easier to
plan and estimate the cost of hardening
plant or systems. Although a multitude
of protective devices are now available,
there is a lack of requirement specifica-
tions which could lead to homogeneous
and standardized protection systems.
This important omission must be re-
medied soon if EMP protection is to be
more widely undertaken.

/An EMP protection standard for radi-

ated and conducted effects is being pre-
pared. The proposalis similar to the cur-
rent military EMC standard specifica-
tions. A number of different classes of
radiated EMP environments, starting at
50kV'm and divided into steps of 20 dB,
are defined in the proposal. Cabie-asso-
ciated EMP environment is defined for a
number of classes of double exponen-
tial and damped sinusoidal currents re-
spectively. Test procedures for the vari-
ous classes are also being prepared.

Most protection methods described
here also provide protection against
lightning. The handbook ‘‘Practical
Methods for Electromagnetic Inter-
ference Control” published by Erics-
etworks Department contains
instructions for protection
against lightning strokes and EMP.7

Hardening verification

It must be possible to verify the harden-
ing level in connection with installation
and cammissioning, and later period-
ically during service life. Protectors can

CW sweep

Radiated power generator

deteriorate with time for environmental
reasons (e.g. wear or corrosion of con-
tacts) as well as maintenance and modi-
fication reasons (e.g. installation of new
cables, which are run straight through a
Faraday screen without any protection
at the entrance).

The operating staff must be trained and
have access to instructions and spare
parts in case the EMP threat becomes a
reality. The protective arrangements
must be simple, clear and readily ac-
cessible. Training is also needed in
order that the personnel should not in-
capacitate any protection by improper
actiorr. Test equipment needed for rou-
tine tests could be built into the equip-
ment. The shielding effectiveness can,
forexample, be tested regularly with the
aid of permanent measuring loops
around the main body of the building.
Surge devices can be used to test the
transient protection. Fig. 13 shows one
way of testing a communication installa-
tion at the time of commissioning.

The nuclear power nations, particularly
the US, have extensive programs for
EMP testing and simulations. Much
work is also being carried out in Europe,
for example in the UK, France and West
Germany. A number of nations that do
not have nuclear weapons also have
EMP hardening programs, for example
Sweden and Switzerland. Practical
measurements are supplemented by
theoretical calculations. A number of
computer programs have been de-
veloped to aid complicated calculations
of EMP environments, propagation pen-
etration, induction response in different
structures from macro (e.g. country-
wide networks) to micro (e.g. amplifier
stages, integrated circuits, simple com-
ponents), and for respective threshoid
levels for interference of function and
permanent damage (for final compari-
sons). Statistics programs have also
been developed for determining the ac-
curacy and reliability etc. of the data.

- 11 -

CW measuring
instrument
Printer

Directly
injected power

The classes of EMP tests include:

— low-level mapping of currents induc-
ed in subsystems that have not been
activated

— high-level current injection

= high-level exposure of operational
subsystems to pulse-shaped elec-
tromagnetic fields.

Simulators are available for the free ra-
diation of pulse or CW (continuous
wave) fields. Current injection test
equipment for pulse and CW is also
available. Since the systems to be tested
are usually too large to be accommo-
dated within the test volume of the sim-
ulators, it is often necessary to carry out
extrapolations  and supplementary
tests, for example a combination of radi-
ation and current injection, or scale
tests.
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