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Abstract—The trend in society is to integrate more and more
electronic devices in critical infrastructures which make them more
vulnerable to high power electromagnetic attacks. Many studies
were devoted to the analysis and the detection of electromagnetic
attacks against critical electronic systems. In almost all cases,
detection devices are additional hardware devices which need to be
placed inside the facility. A new approach, considering the target
itself as a sensor, is proposed to detect HPEM attacks.
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L. INTRODUCTION

During the last decades, high power electromagnetic
(HPEM) attack [1] against critical systems has become a topic of
high interest. The protection from and the detection of such
threats becomes of fundamental interest in order to prevent
either service disruptions or physical damages. Many studies
were devoted to the analysis [2-3] and the detection [4-5] of
electromagnetic attacks against electronic systems. Generally,
detection devices are additional hardware systems [4-5] which
need to be placed inside the facility. In this abstract, it will be
shown that the target itself can be naturally used as a sensor and
that the statistical analysis of recorded information can be used
for HPEM -attacks detection.

II.  FAULT DETECTORS

The information system, a computer in what follows,
possesses several interfaces (peripherals, communication links)
and internal sensors (temperature sensor), as summarized in
Table 1, that can be used to monitor any trouble that may occur
during its use. The wireless interfaces, known as front-door
coupling interfaces, can be used to monitor the noise floor, the
signal to noise ratio and the received power of the surrounding
electromagnetic environment.

Additional parameters can be monitored on the computer
using the general commands provided by manufacturers such as
CPU load, motherboard sensors status, memory faults or
software crashes can provide, when properly correlated, a
reliable HPEM-attacks detector system. Mouse deflection errors
on a computer running a Microsoft Windows operating system
have been reported [5] during immunity testing. In order to
obtain further details, we decided to work on a Linux
distribution which allows getting deeper in the kernel system
logs.

TABLE L Information available on a computer
Detectors Information available
L 2G/3G, NFC, PLC WI- noise floor
Cor'nmunlcatlon FI, Bluetooth signal to noise ratio
interfaces .
bit error rate
Ethernet received power
data rate
CPU fault analysis
Hardware . load
Memories
temperature
Operating system
Software software crashes
Drivers

III.  ONLINE DETECTION AND FORENSIC

The collected data can be analysed in real time or stored,
either locally or remotely. Alert messages can be provided to the
user of the computer. Moreover, if a computer is physically
damaged, a forensic analysis can be applied by extracting and
analyzing the collected data in order to estimate if the computer
has been hit by HPEM-attacks.

Furthermore, the wide deployment of such software in a
large IT-network can lead to the design of a distributed agent
mesh which allows increasing the efficiency of HPEM-attacks
detection.

During the presentation the test results from HPEM-attacks
against a monitored computer will be presented. It will be shown
how the proposed method provides a low-cost built-in reliable
way to detect HPEM-attacks and their effects on a target.
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